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Exercise Overview 


* Dates: June 7-10, 2016 
* Type: Functional exercise with limited full-scale play 


* Purpose: Improve ЕОС5” abilities to manage the response 
to a wide-area Level-1 catastrophic earthquake disaster 
(CSZ) with a focus on joint-operations to include 
collaborative problem solving and information sharing 
across all levels of government. 


* Direct Impact to 3 States and British 
Columbia 


* Complete rupture of the 800-mile Fault 


* Impacts affecting over 140,000 square E O 
miles 2%” ~ 


* Ground shaking lasts up to 5 minutes 


• Numerous aftershocks with several 
of М7.0+ 


* Modelled estimates: 1,100 fatalities 
from earthquake; 13,000 fatalities from 
tsunami; 24,000 injured. 


Fureka 


CALIFORNIA 
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21 Counties 
13 Cities 


11 Local Deptartments/Org 


9 Tribes 


2 Universities Federal/NGO/Private Sector 


1 NGO 
DOD 
22 Counties riv 


3 Сійе5 


9 Tribes 


МАСЕО-РАНТІСІРАТ Оу, 


13 Counties 


38 Local departments/Org 


Жж 4 State Agencies 


1 University 
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Additional Participants 


* FEMA Region 10 RRCC with all Federal ESF and 
Interagency partners represented 


* FEMA NRCC with all Federal ESF and Interagency partners 
represented 


e U.S. TRANSCOM and U.S. NORTHCOM linked exercises 
and other military and USCG commands 


* British Columbia and Public Safety Canada 
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Objectives 


1. Operational Communications 
Demonstrate the ability of Emergency Operations 
Centers (EOCs) to establish and sustain voice and data 
communications with other EOCs and with the general 
public to include basic restoration of communications 
infrastructure within the impacted area to support 
response operations and coordinated public messaging. 


Public Health and Medical Services 
Mass Care 

Situational Assessment 
Critical Transportation 
Operational Coordination 


E o a‏ ا 
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Challenges 


* One single exercise will not suffice 

* Size and complexity of the exercise 

* Limitation of scope / scope creep during design 
* Exercise artificialities 

* Exercise vs reality 

* Simultaneous functional and full scale exercises 
* Managing expectations 


* Proofing concepts vs exercising trained plans and 
procedures 
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Amateur Radio Emergency Services Strengths 


• Number of licensed amateur radio operators 
* Resilience of technologies 
* Technical expertise 

* Mode and band agility 

* Mobility 

* Cheaper equipment 


* Evolving technologies => 


AMATEUR 
RADIO 
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Amateur Radio Emergency Services Opportunities 


* Development, synchronization, and maintenance of local, 
regional, and state communication plans and procedures 

* Integration of amateur radio in EOC organization, 
infrastructure, and processes 

e Increased standardization of processes and procedures 

* |nventory/directory of resources/ 
infrastructure 

e Increased involvement of amateur radio 
in emergency management exercises 


AMATEUR 
RADIO 
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Overarching Conclusions 


1. Washingtonians are not prepared 


State and local government – agencies, emergency 
management, leadership — are not prepared 


3. Catastrophic response is fundamentally different than 
any response we have seen before: 
° Response infrastructure damaged 

“Push” response required 

Massive response required 


Clock is ticking to a humanitarian disaster 
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Operational Communications 


We are not prepared to operate in a degraded 
communications environment over an extended period 
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Now What? 


EVALUATE! 
IMPROVE 
| Plan 


` PREPAREDNESS 
EXERCISE CYCLE 
ORGANITE! 
cour 
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Cascadia Next Steps - Planning 


* Continuity of Operations & Government 
* Transportation 

* Movement Coordination 

* Mass Care 

* Emergency Communications 

* Energy 

* Recovery and Restoration 
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Planning Process 


* Assemble the planning team 

* Examine the hazard vulnerability / define the end state 
* Establish task assignments 

* Conduct resource analysis 

* Define roles and responsibilities under the plan 

* Ensure the management structure is adequate 

* Revise and prepare the written plan 
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Operational Communications 


Ensure the capacity for timely communications in support of 
security, situational awareness, and operations by any and 
all means available, among and between 
affected communities in the impact area 
and all response forces. 


National Preparedness 
Goal 


Second Edition 
pi Б 


КА Homeland 
“ый Security 
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Infrastructure Systems 


Stabilize critical infrastructure functions, minimize health 
and safety threats, and efficiently restore and revitalize 
systems and services to support a viable, 
resilient community. 


National Preparedness 
Goal 


Second Edition 


КА Homeland 
WP Security 
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Cybersecurity 


Protect, and if needed, restore electronic communications 
systems, information, and services from damage, 
unauthorized use, and exploitation. 


National Preparedness 
Goal 


Second Edition 


КА Homeland 
“Ж Security 
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Emergency Support Function 2 - Communications 


* Coordination with telecommunications and information 
technology industries 


* Restoration and repair of 
telecommunications infrastructure 


* Protection, restoration, and sustainment "> 
of national cyber and information 
technology resources 


* Oversight of communications within 


ы National Response 
the state incident management Framework 


and res ponse structures Second Edition 


May 2013 


Homeland 
Security 
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WASHINGTON STATE DEPARTMENT OF ARR. 
Natural Resources pen Ду 
AMATEUR RADIO 
«СІЗ? 
м 


тесто STATE PATROL 


Wor 


WSDOT 
CIRCAS 


Cyber Incident ей 
Coalition & Analysis 


COMMUNICATIONS 


T > Pacific NorthWest 
WO, Economic Region 


~ 


es А CenturyLink- 


amazon.com ШЕШІ [Sm r: қ 
cisco. Negr irstNet 


EE Microsoft 


ESF#2 Regional Support eo 


6 Regionl 
EBD Region II 
Region VII "m Y 


Region IX 
Regionlll | i. 


Ы" 
ту 


НІ, GU, AS, CNMI 


Region VI RegionIV 
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Regional Emergency Communications 
Coordination Workgroup (RECCWG) 


* Mandated by the DHS Appropriations Act of 2007 


Areas of Emphasis Who's included 
= Alert & Warning " Federal, Tribal, State, 
= Auxiliary Communications Local, Private Sector, 


NGOs 


" Flected officials, 
government officials, law 
enforcement, fire, EMS, 
emergency managers, 

= FirstNet communications 


= Public Safety Answering Points managers, SWICs, 
Network Managers, ETC 


= Communications Infrastructure 
= Cyber 

= Emergency Management 

" Fire, Police, Medical 


= Radios 


= Training & Exercises 


(Y) FEMA (in person and virtual) 


Y 
< 


Quarterly Meetings 
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Washington Emergency Communications Coordination 
Workgroup (WECCWG) 


• Purpose: 
To forge and strengthen our public, private, and tribal 
partnerships to enhance emergency communications 
statewide 


* Vision: 
A community of professionals working together to 
provide reliable and resilient emergency communications 
throughout Washington state in times of crisis 
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WECCWG Goals 


1. 
2. 
3. 
4. 
5. 


Understand the threats or hazards we face in WA state 
Know one another 

Plan and exercise together 

Establish and maintain WA state ESF 2 roster 

Seek out and engage other contributors 
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Understand the Threats or Hazards 


* Earthquake * Cyber 

* Wildfires * Hazardous Materials 
* Wind and [се Storms * Pipelines 

* Flooding * Public Health 

* Avalanche * Terrorism 

* Landslide e Urban Fire 

• Volcano • Dam Safety 

• Tornado • Public Events 


• Tsunami • Outages 
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Know One Another 


* Establish and maintain active relationships 


* Understand the capabilities and limitations of what each 
entity provides to the larger picture 


* Strive to know our interdependencies 


e Identify and understand private, tribal, and public sector 
response priorities & timelines 


* Know who, how, and when to call 


* Develop the expectations and ability to share situational 
awareness among partners 
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Plan and Exercise Together 


* Prepare partners with realistic scenarios and expectations 


* Figure out interoperability challenges before disasters 
strike 


* Overcome information sharing challenges 


* Identify/establish and refine policies, guidelines, and/or 
agreements for companies, governments and tribes to 
work together 
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Establish and Maintain WA State ESF 2 Roster 


• Document our experts, how to reach them, and 
when/where they will be needed 


• Ensure all partners understand ICS/NIMS and ESF 2 
• Recommend trainings & job aids 


* Ensure all partners understand activation levels, 
procedures and limitations for various EOCs/ECCs 


* Review/update the Comprehensive Emergency 
Management Plan (CEMP), ESF 2 Annex, and other public 
communication documents 
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Seek Out and Engage Other Contributors 


* Routinely identify other contributors 

* Provide opportunities for expanded participation 
* Recruit other participants 

Market and showcase WECCWG 
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Next WECCWG Meeting 


• Date: May 11, 0730 – 1630 

* Location: Mirabeau Park Hotel, Spokane Valley 
* Sponsor: Sprint 

* Theme: Wildland Fires 

* Agenda and flyer: http://mil.wa.gov/WECCWG 


* Registration: 
https://www.surveymonkey.com/r/SVLZSRW 


° Information: melanie.rogers@mil.wa.gov 
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